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Why talk about cybersecurity now ?
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Why talk about cybersecurity now ?

Global increase in cyberattacks

Everyone is a target: businesses, individuals, public sector

Hybrid threats: human + AI

AI adds a new dimension to the threat landscape
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Two distinctions in AI & Cybersecurity
Using AI to enhance cybersecurity : to detect & respond to threats

Securing AI systems themselves : protecting AI models from attacks

Source: ieeecomputer.org
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Another important aspect

Attackers use tools to exploit a vulnerability

Sophistication of attack tools and technical knowledge to conduct attacks has
changed (cisco)
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Objectives of cybersecurity

Cybersecurity aims to protect information systems from theft, damage, and
disruption.
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What is AI? A simple explanation

Intelligence: decision-making, learning, perception

Types of AI:

Narrow AI (e.g., spam filter)
Generative AI (e.g., ChatGPT, deepfakes)

Relevance to cybersecurity: pattern recognition, speed, automation
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What is AI? A general explanation

A unified
pipeline could be used to solve various cybersecurity challenges (Book : AI for

Cybersecurity A Handbook of Use Cases)
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AI as a cyber defense ally

Figure: IA in cybersecurity
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AI for threats and vulnerabilities detection : pen-testing

Kali Linux + ChatGPT

For beginners : Kali GPT acts as a digital mentor, translating complex technical
concepts into accessible language

For professionals : Reduced research time and enhanced productivity
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AI for phishing & Email scam detection

Phishing: A cyberattack where criminals impersonate legitimate entities to steal
sensitive data.

Email Scams: Fraudulent emails designed to trick users into revealing passwords,
credit card details, or downloading malware.

Using machine learning and natural language processing (NLP) to identify phishing
attempts by analyzing: sender, content, links, attachments, ... etc
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AI for user behavior analytics

AI tracks normal user behavior (login times, email habits, file access)

Using machine learning to detect deviations that may indicate account compromise.

UBA + AI = Smarter phishing protection
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AI for security risk assessment

The process of identifying, analyzing, and evaluating potential security threats to
an organization’s assets

Example : A financial institution’s network shows unusual activity Using machine
learning to analyze logs for anomalies, correlate data, recommend actions ... etc
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WI-FI attacks : Needed material
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WI-FI attacks : Needed software tool
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WI-FI attacks : Choosing a target

Let’s ask Chat-GPT to know which device can has the address MAC :
5C:96:9D:6B:68:0F ?
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WI-FI attacks : IA help attackers

The attack is more refined by focusing on Apple devices
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Asking DeepSeek to write a phishing email
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Deploying the phishing website (Yahoo)

Demonstration
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Conclusion

AI is both a shield and a sword in cybersecurity

Advancements in AI have significantly strengthened the ability to detect, prevent,
and respond to complex cyber threats, enhancing overall security resilience

Advancements in AI have significantly lowered the barrier to executing
sophisticated cyberattacks

Keep learning: the threat landscape evolves daily

Collaboration between tech, policy, and education is essential
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...

Thank you for your attention!
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